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Beazley | Winning the battle against cyber risks

This guide helps you understand the cyber risk
landscape and how to navigate it.

Given our everyday activities — both personal and business
come with cyber exposure it's essential to have a robust
cybersecurity plan in place that will secure people,
processes and IT.

The plan should include protection for IT infrastructure,
including laptops, devices, servers, IT systems, applications,
data and IP assets, networks and cybersecurity training for
staff. And what’s more, it should be constantly reviewed
and evolving - the cyber threats don’t stand still and neither
should your cybersecurity strategy. Remember it’s not just
about having sophisticated firewalls and the latest anti-virus
software - one accidental click on a phishing email or

an out of date application can let the cybercriminals in.

Being prepared is key.

Beware: it’s not just cyber-attacks that cost money
and harm your reputation

The value of data and information has increased
exponentially. Most organisations operate in a legal
and regulatory environment of ever-tightening privacy,
confidentiality and data security requirements.

Fines or penalties may apply for non-compliance with
these laws and you may also be legally obligated to
notify the affected individuals depending your region.
Your responsibility for these types of obligations can
still apply even if you outsource your IT or data handling
to a third party or cloud provider.
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Common cyber risks and how to build resilience

1

Phishing attacks

Phishing remains one of the most prevalent and damaging cyber threats.
Cybercriminals use deceptive emails and websites to trick employees

into clicking on malicious links, and divulging sensitive information such

as login credentials, financial details, or personal data. The impact can be
severe, leading to data breaches, financial losses, ransomware and malware
installation and compromised sensitive data.

Beazley Security top tip: Employee training and robust email filtering
systems are critical to mitigating this threat.

Ransomware

Ransomware attacks have skyrocketed in recent years, targeting businesses of
all sizes. In these attacks, malware encrypts a company's data, and the attackers
demand a ransom for the decryption key which would allow the targeted
company to re-access their systems. Data exfiltration is also increasing, with
cyber criminals stealing the data and then demanding a ransom payment for

its return. Companies with limited cybersecurity measures are particularly
vulnerable. The costs associated with ransom payments, data recovery, and
downtime can be devastating.

Beazley Security top tip: A robust, layered approach with ‘defence in
depth’ security is needed to ensure cybercriminals aren’t able to access
everything, once they are in. Regular data backups and comprehensive
endpoint protection are also essential defences against ransomware.
Of course avoiding an attack should be the aim so regular phishing
assessments, port scans and vulnerability testing are key.
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Insider threats

Insider threats, whether malicious or accidental, pose a significant risk.
Employees, contractors, or business partners with access to sensitive
information can inadvertently or intentionally cause data breaches.

For businesses without extensive monitoring and access controls,
detecting and preventing insider threats can be challenging.

Beazley Security top tip: Implementing strict access controls, continuous
monitoring, and employee education can help mitigate this risk.

Malware and viruses

Malware and viruses can infiltrate business systems through various vectors,
including email attachments, visiting malicious websites, and opening or
downloading compromised software. These malicious programs can steal
data, disrupt operations, and provide backdoor access to cybercriminals.

Beazley Security top tip: Ensure antivirus and anti-malware solutions are
up-to-date and employ advanced threat detection techniques such as
Monitoring, Detection & Response platforms (MDR).

Weak passwords and authentication

Weak or reused passwords are a common vulnerability that cybercriminals
exploit to gain unauthorized access to systems and data. Some businesses
struggle with implementing and enforcing strong password policies.

Beazley Security top tip: Utilizing multi-factor authentication (MFA) and
educating employees about password security can significantly enhance
protection against unauthorized access.
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Common cyber risks and how to build resilience

6

Social engineering

Social engineering attacks manipulate individuals into performing actions

or divulging confidential information. These attacks can take many forms,
including deep fake voice notes and videos, pretexting, (Creating fake identity
or scenario to trick a victim into giving confidential information or access to
restricted systems) or baiting (fake free offers and downloads that contain
malware or request personal details). Companies with less rigorous security
awareness training are prime targets.

Beazley Security top tip: Regular training sessions and simulated social
engineering attacks can help employees recognize and resist these tactics.

Outdated software and systems

Running outdated software and systems exposes businesses to known
vulnerabilities that cybercriminals can exploit. Delayed updates and
improvements due to budget constraints or operational disruptions are
often leading causes for this risk.

Beazley Security top tip: Establishing a regular update and patch
management schedule is crucial for maintaining a secure IT environment
and avoiding issues with IT platforms as they approach end of life.

8
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Data breaches and information theft

Data breaches can occur through various means, including hacking, insider
threats, and physical theft. The consequences can include legal penalties,
loss of customer trust, and significant financial losses.

Beazley Security top tip: Implementing encryption, access controls, and
regular security audits can help protect sensitive data from unauthorized
access and theft.

Misconfigured cloud resources

Moving to the cloud does not mean moving away from security duties:
responsibility for security of cloud resources is most often shared between
the customer and the provider. Using default settings, or not paying
attention to configuration, can result in data storage or other resources
being accessible to unauthorised users.

Beazley Security top tip: Check on the default requirements and ensure
updates are carried out. Log and monitor activity, this makes it easier to
detect compromises early, and to investigate what occurred. Make sure
you read the agreements with your 3rd party providers and understand
how their security, monitoring and liabilities are managed.
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Responding to a cyber incident
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You receive an email from a ransomware group stating they have stolen client and employee data
and your IT team suggest there may have been unauthorised access to files. What’s your next move?

In this moment, do you have
the know-how to respond?

You’ll need help to stop the attack, fix the
problem, identify the what’s lost, stolen,
missing or compromised, manage and
resolve compromised systems, and then
design and implement a plan to prevent
follow-up attacks.

Is this level of detail in your Business
Continuity Plan and Incident Response
Plan? Is your IT team ready to respond or
do you have back-up in-place, ready to
support you in an instant?

A strong cyber support team can carry

you through: a specialist cyber insurance
policy not only provides financial protection
to cover costs, but also gives you direct
access to a range of cyber expertise that
helps you respond to a suspected incident
at every stage and helps get you back up
and running again.

Incident response

Incident response services

Hiring IT forensic investigators,
response teams or consultants

Investigation and forensics

» Forensic analysis to determine the
extent of the breach

 Legal and regulatory investigation
expenses

Areas to consider and plan for

Specialist expertise

Data recovery

* Restoring data from backups
* Rebuilding affected systems and
infrastructure

Business interruption

« Downtime and operational disruption
» Loss of productivity and revenue
during recovery

Notifications costs

¢ Informing affected customers
and stakeholders
» Setting up call centres to handle inquiries

Legal advice

« Initial legal consultation to determine
legal obligations to customers,
third parties, regulators

* Communicating with any regulators,
responding to inquiries

Public relations

» Costs to respond to media inquiries
 Communications to customers,
clients or third parties

Reducing long term impact

Ongoing legal costs

+ Continued legal fees from
class-action lawsuits or other
legal actions

» Costs related to regulatory audits
and compliance checks

Legal and regulatory fines

» Fines for non-compliance with
data protection regulations
(e.g., GDPR, HIPAA)

» Settlements from lawsuits

Long-term security improvements

¢ Investments in new security
infrastructure and technology

» Training programs for employees
on cybersecurity awareness

Reputation damage

» Loss of customer trust and
confidence

¢ Brand damage leading to reduced
customer base
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Better protect your business by combining cybersecurity with cyber insurance

In the world of cyber threats, rules don’t apply. You need a skilled, fearless, ready-for-anything team at your side.

Protection against the full @ Pre-emptive Cyber
spectrum of cyber risks ‘

Through our experience of managing thousands of cyber
incidents, we know that organisations with integrated
cyber risk management services in place develop stronger
resilience and are better able to pre-empt, respond and
adapt to cyber threats.

Stay ready for anything

e Threat intelligence data

» Vulnerability and action plans

» Anti-phishing campaigns and training

» M365 security assessments

» Phishing-resistant MFA keys

» Incident response, business
continuity and cybersecurity
training for staff and c-suite

PRE-EMPTIVE

By combining our specialist cyber insurance coverages
and award winning claims service with Beazley Security’s
pre & post incident response services, Full Spectrum Cyber
focuses as much on keeping our clients one step ahead of
the cyber risks as it does getting them back into business
quickly should the worst happen.

ADAPTIVE RESPONSIVE

— é% Responsive Cyber

Get back in the game

G\ Adaptive Cyber

Manage risks as they evolve

» Coverage evolution

« Selected vendors with negotiated rates
» Risk management training

» Cyber tends and data analysis

» Multiply cyber strengths with
cybersecurity experts

» Legal and crisis management

» Forensics and data recovery

» Ransomware negotiatiors

 Public relations consulting
and reputational repair

» Claims expertise
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Cyber protection in action

Cyber claims in action

We've successfully resolved more than 25,000 cyber claims.
Here’s how we’ve supported our clients in their time of need.

When you partner with Beazley, you instantly multiply your
own cyber strength. Any hint of suspicious activity, then
one call is all takes for Beazley Security to immediately
investigate. And if an incident happens, we mobilise in

an instant with access to IT forensics, legal, PR & crisis
communications specialists and more to get you back up
and running.

Full Spectrum cyber starts with pre-emptive risk scanning
that pinpoint weaknesses and offers access to the right
tools, training and risk management tactics that can help
prevent cyber-attacks from occurring.

‘Always on’ Monitoring Detection & Respond

(MXDR - Managed eXtended Detection and Response)
platforms, available for a fee to complement Full Spectrum
Cyber insurance protection, helps to identify and respond
to threats and weaknesses before they turn into a

full scale incident.

Beazley Security team is constantly scanning the threat
landscape. Our clients can expect real time alerts to
suspicious activity with instructions and solutions on
fixing them, as and when they happen, multiplying your
cyber defences.

How an interim claims payment to
cover business interruption losses
helped keep our client afloat

We had a client facing foreclosure due to
business interruption of £1.2m; their business
would have gone into administration which
would have led to a significant impact on their
credit reputation. We were able to provide an
interim claim payment for insured losses to
pay the bills, prevent them from folding and
preserve their reputation until the claim was
fully resolved.

How a phishing attack was
stopped in its tracks

Employees of a large communications firm
were targeted by a phishing campaign.

Text messages sent to their personal phones
contained a link to a malicious site appearing
to be the employer’s but designed to harvest
username, password, and second-factor code.

Immediately after our cyber services team
was notified of the campaign, their security
operations center opened an investigation,
which revealed that 15 employees had entered
their credentials into the malicious website.
Using the compromised credentials, the
hacker accessed internal tools and reset
customer email passwords on 27 customer
email accounts.

All employees that were compromised had
their credentials locked and rotated and the
27 impacted customers had their passwords
reset to prevent anyone from accessing the
accounts further.
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Ready to buy checklist - the essentials for a robust cyber insurance policy

Having a robust cyber insurance policy has become
a necessity rather than a luxury. You may be investing
in cybersecurity measures already, but no system is
ever foolproof. Cyber insurance enables companies
to transfer some of the financial risks associated

with cyber threats to the insurer.

But how do you know what your
business needs?

Here’s a checklist to help you evaluate your cyber risks:

Assess your risk profile

Data sensitivity: Consider the type and
volume of data your business stores. Personal
identifiable information (PIl), payment details,
and proprietary information are high-value
targets for cybercriminals.

Regulatory requirements: Understand the data
security compliance requirements specific to
your industry, such as GDPR, HIPAA, or PCI-
DSS. These regulations often require specific
levels of protection and reporting, which should
be reflected in your insurance coverage.

Contractual obligations: Some contracts,
especially with larger companies or
government entities, may require you to carry
a specific amount of cyber insurance.

Understand the potential
financial impact of a
cyber attack

Incident response & recovery costs: Consider

the cost of a potential data breach, including
computer forensics, data recovery, notification
costs, legal fees, regulatory fines, and public
relations efforts.

Business interruption: Factor in the potential
loss of income if your operations are disrupted
by a cyber event.

Ransom payments: If your business could be
a target for ransomware, consider the potential
ransom demands.

Reputational damage: Consider the potential
long-term impact on your reputation and
customer trust, which might require additional
marketing or communication efforts to repair.

Additional expert
cyber support

Do you need access to cyber experts when an

issue happens? Consider what help you need,
forensic experts, legal advisors, and public relations
firms, all which can be crucial during a crisis.

Identify the scope
of coverage

Coverage varies and so does the type
and level of protection.

A good insurance broker can assess your
specific needs, exposures and potential
financial impacts to recommend appropriate
coverage and tailor the policy to cover:

First-party coverage: This includes financial
costs directly associated with a cyber incident,
breach or system failure, such as data recovery
costs, business interruption losses, and

cyber extortion negotiations and payments
associated with a ransomware attack.

Third-party coverage: Protects against claims
made by customers, partners, or other third
parties affected by a cyber incident at your
business. This includes lawsuits, regulatory
defence and penalties, legal fees, settlements,
and regulatory fines.

Incident response costs: Ensure your policy
covers the cost of hiring experts for forensic
investigations, public relations, and legal
consultation following a breach.

eCrime provides first party protections against
loss of funds due to fraudulent instruction or
funds transfer fraud.




Discover more

Beazley is a global specialist insurer and a pioneer in cyber insurance for over two decades.
Together with Beazley Security, its wholly-owned cybersecurity firm, they share a joint aim
to reduce risk and increase cyber resilience for all.

The information set forth in this communication is intended as general risk management information.
Beazley does not render legal services or advice. Nothing in this communication should be construed

or relied upon as legal advice or used as a substitute for consultation with counsel. Although reasonable
care has been taken in preparing the information set forth in this communication, Beazley accepts no
responsibility for any errors it may contain or for any losses allegedly attributable to this information.

The product descriptions contained in this communication are for preliminary informational purposes only.
Products are underwritten by Beazley-managed syndicates at Lloyd's and will vary depending on individual
country law requirements and may not be available in all countries. In the US, the products are available on
an admitted basis in some but not all US jurisdictions, through licensed insurance brokers underwritten by
Beazley Insurance Company, Inc., and are available on a surplus lines basis, through licensed surplus lines
insurance brokers underwritten by either Beazley Excess and Surplus Insurance, Inc. or Beazley-managed
syndicates at Lloyd’s. The exact coverage afforded by such products is subject to and governed by the
terms and conditions of each policy issued. The publication and delivery of the information contained herein
is not intended as a solicitation for the purchase of insurance on any US risk. Beazley USA Services, Inc.
is licensed and regulated by insurance regulatory authorities in the respective states of the US and
transacts business in the State of California as Beazley Insurance Services (License#: 0G55497).
Non-insurance products and services are provided by non-insurance company Beazley affiliates or
independent third parties. Separate terms and conditions may apply.

Beazley Security is a wholly owned subsidiary of Beazley plc, providing cyber security services to help
client organizations prepare for, defend against, or overcome the effects of a cyber-attack. Beazley Security
does not provide insurance products or services, nor does it render legal services or advice. Information
you provide to Beazley Security is confidential and is not used to inform the underwriting or claims
decisions of any Beazley insurance affiliate. Separate terms and conditions may apply.
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For more information, please go to:

© 2024 Beazley Group
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http://www.beazley.com
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