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The Beazley Cyber Council meets quarterly. Its membership
includes former US and UK security officials with specific
expertise in cyber as well as commercial sector experts well-
placed to understand the latest developments in the behaviour
of criminal cyber groups, the technology which is transforming
cyber (both attack and defence), and the regulatory
developments which are likely to impact this space. The Cyber
Council is a horizon-scanning body whose conclusions are
designed to confer expert advantage on Beazley underwriters
and their clients. 

The new US SEC rules on cybersecurity¹, came into effect in December
2023 for public companies and will apply to smaller US companies from
June 2024. Three months in, the Beazley Cyber Council (a diverse
group of experts from government, technology research and specialist
cyber sector backgrounds including Beazley cyber leadership) has
reviewed the real world impact its experts are observing.
 
Engagement with Chief Information Security Officer (CISO) and C-Suite
executives across the US make it clear that they feel a marked
increase in overall corporate scrutiny and in the levels of reputational
damage to their careers. And it is not just in the US where regulatory
oversight is stepping up. The new NIS2 directive² which will come into
effect across the EU by October 2024 puts direct responsibility on
boards to approve cyber risk management measures and oversee their
application. Under this new EU regulation, members of the C-Suite can
be held personally liable if found negligent in serious cyber incidents.
 
Beazley Cyber Council members noted that CISO concern spiked in the
aftermath of the SEC complaint against Solar Winds and its CISO on 30
October 2023 and has continued to build since. In a February 2023
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survey of 200 US and UK CISOs conducted by Globalsurveyz (and
commissioned by Cynet), 94% of CISOs described themselves as
stressed³. In addition to the increased regulatory burden on them,
CISOs face an expanding attack surface due to digital transformation
programmes within their companies, and they find themselves
struggling to understand the changes in the cyber threat with the
advent of generative AI.
 
At a corporate level, the new SEC rules have required an update to
operational procedures as public companies are mandated to reveal
their management expertise in the assessment and management of
cyber risk. The shift increases the pressure on CISOs to ensure
accurate disclosures. Board members can potentially challenge a
CISO’s decision to report a ‘material’ cyber incident because of the
impact on the share price. A CISO is then stuck between appeasing the
Board or prosecution for negligence.

Proactive companies are addressing these regulatory changes by
establishing robust processes for determining the materiality of cyber
incidents promptly after discovery⁴. Some companies are considering
the insertion of an independent, trusted (under NDA) arbiter to act as a
challenge function in cases where the CISO and other company seniors
may disagree.

In response to the 2023 SEC ruling, we have introduced a new
endorsement to support our public company cyber clients. In the event
of a cyber incident our endorsement covers the cost for a securities
attorney to prepare and file the disclosure report on the behalf of a
client. The client can either use an attorney from our existing panel of
providers or a securities attorney of their choice to file the disclosure.
Our Full Spectrum Cyber solution enables us to continually adapt and
manage risks as they evolve. To find out more on our new SEC
endorsement, click here.

¹ www.sec.gov/news/statement/gerding-cybersecurity-disclosure-20231214
² NIS2 Directive | Prepare Your Organization Now
³ CISO Stress Survey (cynet.com)
⁴ https://www.ey.com/en_us/cro-risk

The information set forth in this document is intended as general risk management information.
It is made available with the understanding that Beazley does not render legal services or
advice. It should not be construed or relied upon as legal advice and is not intended as a
substitute for consultation with counsel. Beazley has not examined and/ or had access to any
particular circumstances, needs, contracts and/or operations of any party having access to this
document. There may be specific issues under applicable law, or related to the particular
circumstances of your contracts or operations, for which you may wish the assistance of
counsel. Although reasonable care has been taken in preparing the information set forth in this
document, Beazley accepts no responsibility for any errors it may contain or for any losses
allegedly attributable to this information. BZ CBR 114
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