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Roadmap

▪ Collaboration Tools

−Example: Zoom

▪ COVID-19 Scams to Watch For

▪ Remote Work Environments

▪ Working from Home

▪ Emergency BYOD

▪ Along the Way: Checklists
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https://www.bleepingcomputer.com/news/security/over-500-000-zoom-accounts-sold-on-hacker-forums-the-dark-web/

“Chase, Citibank, educational institutions, and more”

Password Host PIN



From 10M to 200M Users…
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https://www.nbcnews.com/tech/tech-news/every-day-crisis-zoom-boosts-its-security-scrutiny-grows-n1178396

“[W]e did not design the product with the 
foresight that, in a matter of weeks, every person 
in the world would suddenly be working, 
studying, and socializing from home…presenting 
us with challenges we did not anticipate when 
the platform was conceived.
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Hackers “Scan” for Open Meetings
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https://krebsonsecurity.com/2020/04/war-dialing-tool-exposes-
zooms-password-problems/

“[A] single instance of zWarDial can find 
approximately 100 meetings per hour, but 
…multiple instances of the tool running in 
parallel could probably discover most of 
the open Zoom meetings on any given 
day. ”



Human Error
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GotoMeeting-Bombing?
(not as catchy)
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https://citizenlab.ca/2020/04/move-fast-roll-your-own-crypto-a-quick-
look-at-the-confidentiality-of-zoom-meetings/



Geolocation
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https://citizenlab.ca/2020/04/move-fast-roll-your-own-crypto-a-quick-look-at-the-
confidentiality-of-zoom-meetings/

Beijing, 
China
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Zoom Security Checklist
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✓ Ensure “Require a password when scheduling new meetings”, 
“Require a password for instant meetings”, and “Require password for 
participants joining by phone” are on.

✓ Turn off “Embed passwords in meeting link for one-click join”
✓ Ensure “Use Personal Meeting ID when scheduling a meeting” and 

“Use Personal Meeting ID when starting an instant meeting” are off.
✓ Don’t post meeting links to public places.
✓ Utilize the “waiting room” feature to ensure only authorized users join 

the call.
✓ Ensure “Join before host” is disabled.
✓ Restrict remote control to host only.
✓ Make sure hosts are familiar with ”mute,” ”hold” and similar controls.
✓ Use a strong password, a minimum of 14 characters.
✓ Utilize MFA whenever possible.
✓ Utilize a full-tunnel VPN to protect users. 
✓ Restrict NTLM through GPO.
✓ Ensure users have strong endpoint protection.

https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-restrict-ntlm-outgoing-ntlm-traffic-to-remote-servers
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“What About Microsoft Teams?”
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▪ Very advanced compliance 
options
− ISO 27001, ISO 27018, SSAE16, SOC1, 

SOC2, HIPAA EU Model Clauses 
(EUMC)

▪ Regional data allocation 
(Americas, UK, EU, Middle East & 
Africa, APAC.

▪ FIPS-compliant encryption key 
exchange

▪ Encryption at rest & transit

▪ Installer/update vulnerability
− https://nvd.nist.gov/vuln/detail/CVE-2019-

5922

https://nvd.nist.gov/vuln/detail/CVE-2019-5922


1. Access and Sharing

2. Authentication

3. Encryption

4. Ownership

5. Location

6.Backups

7. Monitoring and 
Logs

8.Termination of 
Service

9.Security 
Assessments

10.Compliance

11.Incident & Breach 
Response

Cloud Cybersecurity Checklist
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https://www.bleepingcomputer.com/news/security/world-health-organization-warns-of-coronavirus-phishing-attacks/
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Remote Work Scams
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Product Scams - Masks
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Phone Scams
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“The client requested that all invoice payments be 

changed to a different bank because their regular bank 

accounts were inaccessible due to “Corona Virus 

audits.” The victim sent several wires to the new bank 

account for a significant loss before discovering the 

fraud.”
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Released Sept 2019



Going Up: Exposed Login Interfaces
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April 13, 2020

March 25, 
2020



Insecure Defaults
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Stolen Credentials
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How Hackers Break In
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“Hackers don’t 
break in, they log in”

- Bret Arsenault, Microsoft

Top Threat action varieties in breaches, Verizon 
Data Breach Investigations Report 2019
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Authentication Methods

▪Something you know 
(Type 1)
▪Something you have 
(Type 2)
▪Something you are 
(Type 3)

▪Multifactor = more than 
one
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Authenticator Apps

▪Cheap & easy options

▪Office365

▪Google

▪Duo
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▪ www.LMGsecurity.com/passwords
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▪Use strong 2FA (ie an app)

−How-to videos are here: 
https://lmgsecurity.com/passwords

▪Turn off SMS-based authentication

▪Check that your cloud providers 
support strong authentication

2FA Best Practices
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“Not All Two-Factor Authentication is Created Equal”
https://www.LMGsecurity.com/not-all-two-factor-authentication-is-created-equal/

https://lmgsecurity.com/passwords


Use A VPN
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▪ Prevent server exposure

▪ Encrypt your communications

▪ Scan remote devices for patches & A/V

▪ Split tunnel vs. full tunnel

▪ Segment



▪Security Cleanups!

▪Virtual Desktop Infrastructure 
(VDI)

▪Virtual Private Cloud (VPC)

▪VPN Configuration

▪Perimeter port scanning

Security Cleanups & Configuration Checks
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https://www.LMGsecurity.com/remote-security/



www.LMGsecurity.comCopyright LMG Security 2019. All rights reserved. 36



www.LMGsecurity.comCopyright LMG Security 2020. All rights reserved. 37

• Asset Management
• Physical Security 

Challenges
• Access Control
• BYOD
• & More
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https://www.mentalfloss.com/article/30945/origin-its-10-pm-
do-you-know-where-your-children-are



▪Employees have brought home 
equipment

−Monitors

−Computers

−Keyboards & Mice

−Desks & Chairs

−Locks etc

Asset Management
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▪Keep track!

−Survey

−Checkout system

−Periodic checks (don’t wait 4 
months)

▪New equipment

−Ie. No sharing headsets

▪Consider what happens w/ 
furloughs/layoffs 

Asset Management
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Define Your Workspace & 
Communicate Boundaries
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Sharing != Caring Set a password & 
PIN

Screen locking
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Spy



“What About Active Listening Devices 
Like Alexa/Google Home?”
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▪ “What’s a good policy 
for active listening 
devices in an employee’s 
home, like Alexa or 
Google Home?”

▪Activate accidentally 1.5 
to 19 per day

▪Consider going to a 
different room for 
sensitive conversations

https://moniotrlab.ccis.neu.edu/smart-
speakers-study/

https://moniotrlab.ccis.neu.edu/smart-speakers-study/


www.LMGsecurity.comCopyright LMG Security 2020. All rights reserved. 45Privacy Screen



www.LMGsecurity.comCopyright LMG Security 2020. All rights reserved. 46Clear Policies

NDA?
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Do Not Write 
Down 
Passwords

Clean Desk 
PolicyUse Locks



▪Laptop stolen from 
vehicle

▪Data breach

▪“Password-protected”

−Unencrypted?

▪Rapid deployment = 
errors

Lost/Stolen Devices
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• Policy

•Sample policy template!
• https://www.LMGsecurity.com/

resources/remote-work-policy-
template/

• Encryption

• Laptop locks

• Training

• Clear reporting process

Lost/Stolen Devices - Defense
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https://www.lmgsecurity.com/resources/remote-work-policy-template/


Remote Work Security Tips for 
Employees

▪ Know your organization’s remote work 
policies and follow them.

▪ Watch out for phishing emails and phone  
scams.

▪ Define your physical workspace and 
communicate boundaries.

▪ Do not share computers or mobile devices 
that contain sensitive data with family 
members or roommates.

▪ Set a strong password or PIN for all 
devices. Do not re-use passwords.

▪ Use a password manager.

▪ Use MFA.

▪ Lock your screen whenever you step away 
from your computer, particularly if you are 
in a shared living space. 

▪ Use a privacy screen to help prevent 
unauthorized access.

▪ Use locks when possible, such as lockable 
doors or storage spaces.

▪ Maintain a clean desk. Even if employees 
do not have locks, putting sensitive 
information out of sight helps to protect it 
from accidentally being viewed.

▪ Secure your home wireless network.

▪ Follow your organization’s secure disposal 
policies.

▪ Do not copy sensitive work data to your 
personal computers or mobile devices  
without authorization.

▪ Keep track of what company 
devices/furniture you have at home. 
Provide this information to your company 
proactively, if possible. 

▪ Immediately report anything suspicious to 
an appropriate contact at your 
organization.
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▪Different risk model

▪Higher-risk web surfing

▪Games, utilities, unknown 
apps

▪Maybe no antivirus

▪No continuous monitoring

▪Case: Biomedical company

−IT admin used home 
computer

−Pwd saved in Chrome

−Infected

−Ransomware & data theft

−Major operational damage

Emergency BYOD

www.LMGsecurity.comCopyright LMG Security 2020. All rights reserved. 51



Remember: Multi-Factor Authentication
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“How Secure Are Cloud Storage 
Vendors?”
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▪“How secure are the 
cloud storage vendors 
like DropBox and 
Microsoft OneDrive?”

▪Varies a lot

▪Terms of Service

▪Vulnerabilities/Hacking

▪Stolen Passwords

Only as secure as their users!



▪Downloads from cloud/email

▪Send to personal email/cloud

▪USBs

▪Printers

▪Spyware/malware concerns

▪Lack of proper encryption

▪Coronavirus furloughs/layoffs?

Where is Your Data?
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▪Require use of approved
cloud storage

▪Restrict downloads 
when used from:

−Unmanaged devices

−IP Address/Location

Restrict Downloads

www.LMGsecurity.comCopyright LMG Security 2020. All rights reserved. 55

https://i1.wp.com/www.petervanderwoude.nl/wordpress/wp-
content/uploads/CAS-Example-EXO02.jpg?ssl=1



▪Microsoft Azure’s “Conditional Access”: 

Enable Cloud Security Features
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▪Remote Wiping of Data

▪Location Tracking

▪Antivirus

▪Policy Enforcement

−Screen locking

−PINs

▪Etc.

Mobile Device Management (MDM)
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Emergency BYOD Checklist

For IT

✓Establish policies

✓Require a PIN/passcode

✓Implement MFA

✓Deploy antivirus

✓Enable cloud security features

✓Restrict downloads

✓Consider MDM deployment

✓Distribute physical security tools

✓Publish incident reporting hotline

For Employees

✓Know your org’s BYOD policies

✓Put a strong/PIN passcode on devices

✓Don’t share devices
✓ If you must, make a separate account

✓Lock your screen

✓Install antivirus and keep it up-to-date

✓Use only approved file-sharing

✓Don’t download sensitive data w/o 
permission

✓Try not to print sensitive data

✓Don’t download/install high-risk 
applications or engage in risky web 
surfing

✓Report lost/stolen devices immediately
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Questions?

▪Sherri Davidoff 

▪Email: info@LMGsecurity.com

−Phone: 406-830-3165

−@sherridavidoff

▪Find me on 

59

mailto:info@lmgsecurity.com


Note

Disclaimer

The descriptions contained in this communication are for preliminary informational purposes only and should not be taken 
as legal advice. The product is available on an admitted basis in some but not all US jurisdictions through Beazley Insurance
Company, Inc., and is available on a surplus lines basis through licensed surplus lines brokers underwritten by Beazley 
syndicates at Lloyd’s. The exact coverage afforded by the product described herein is subject to and governed by the 
terms and conditions of each policy issued. The publication and delivery of the information contained herein is not 
intended as a solicitation for the purchase of insurance on any US risk. Beazley USA Services, Inc. is licensed and regulated
by insurance regulatory authorities in the respective states of the US and transacts business in the State of California as 
Beazley Insurance Services (License#: 0G55497). BZEM089_US_04/20.


